NFQES Web Signer

An enterprise e-signature solution designed for deployment
directly within the customer’s infrastructure

It enables full integration of electronic signatures into existing
business processes, internal systems, and workflows

Full control over data and security (On-Premise solution)
Flexibility and scalability of the solution
Fast integration into existing systems (IS, ERP, DMS)

Reduced operating and maintenance costs through automation
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0 NFQES Web Signer

An e-signature solution designed for deployment directly within the customer’s infrastructure

The NFQES solution can be implemented and customized for a wide
range of processes for businesses in various fields.
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The solution can be extended
with signature tablets for use in
customer service centers.
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NFQES Web Signer

signature solution designed for deployment directl hin the customer’s infrastructure

Signature tablets provide a fast and
easy way to sign applications, forms,
and contracts without the need for
paper and printing at branches.
e Suitable for tablets
e Android, iOS, and dedicated
devices (e.g. Wacom).
¢ Legal certainty of electronic
signatures with easy deployment
across branches.
e Elimination of costs related to printing, paper, and

archiving.
Improved UX Optimization of processes
2 =
Improved user experience for Optimization of processes related
signers. to contracts, forms, etc..
Easy integration 2FA option
oy ?
Easy integration into the customer’s FA option via SMS or email.

infrastructure and via APIs (contracts,
web forms, etc.).
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/ithin the customer’s infrastructure

Bratislavska vodarenska spolo¢nost - comprehensive
signature solution

Digitalization of customer communication
Online access to forms, applications and
contracts.

Electronic signing deployed in customer
infrastructure and API.

Signature tablets and a web application

_~~  provide a quick and easy way to sign
applications, forms, and contracts without
the need for paper and printing at branches
or from the comfort of home.

Okte - company that operates in Slovakia as a regulated

m— entity responsible for the operation of the energy
K E market.

A system covering the complete
management of signature processes
Qualified electronic signature
Long-term storage of documentsin a
qualified archive

P “ The delivered solution also included
integration with the customer's external DMS
and virtual HSM hardware security model.
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S Web Signer

olution designed for deployment directly within the customer’s infrastructure

Support for Qualified Electronic Signatures (QES)

Access to functionalities via standardized APIs (REST/SOAP)

Compatibility with QSCD and certified HSM devices

Wide support for document formats - signing and verification of PDF, DOCX, ODT, XML, and others

Security in compliance with elDAS and Slovak legislation - the application meets the requirements of
Regulation (EU) No. 910/2014 (eIDAS)

OCSP protocol support - real-time certificate validation according to RFC 6960
Robust integration - the solution can operate with any certification authority

Multi-instance support - high availability and reliability through a scalable architecture.

Supported Qualified Supported Cryptographic Supported Cryptographic

Electronic Signature Formats Standards Algorithms

CMS Advanced Electronic

Signatures
RSA, DSA, EC, ECDSA

MD2, MD4, MD5, SHA-1, SHA-
224, SHA-256, SHA-384, SHA-512

CAdES: CAdES-B, CAJES-T,
CAdES-LT, CAJES-LTA

XML Advanced Electronic
Signatures

PDF Advanced Electronic

Signatures
XAJES: XAdES-B, XAdES-T, MD2, MD4, MD5, SHA-1, SHA-
XAdES-LT, XAdES-LTA 224, SHA-256, SHA-384, SHA-512
JSON Advanced Electronic
Signatures

Support for time stamps and
Trusted Lists (EUTL)

PAJES: PAJES-B, PAJES-T, RIPEMDI128, RIPEMD (128, 160,

PAdJES-LT, PAdES-LTA 256, 320)
RFC 5280 — X.509 Public Key
Infrastructure

JAJES: JAJES-B, JAJES-T, Support for time stamps and

JAJES-LT, JAJES-LTA Trusted Lists (EUTL)
Supported documents and formats
.PDF .DOC .DOCX XLSX XLSM JPEG .PNG

Other formats can be supported based on customer requirements.
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Case studies

Tatraleasing BVS Medante

Reduced workload, lower
hardware requirements, time
and cost savings, and high
legal certainty.

Digital signatures for medical

documentation and contracts,

implemented in the existing
MEDANTE system.

Digitalized communication, online
forms and contracts, electronic
signing via infrastructure or API.

The NFQES solution can be implemented and customized for a wide range of
processes for businesses in various fields.

Contact:

Schedule a consultation with us

Q421918754670 P sales@nfqes.com nfges.com

Office Zilina Office Bratislava
Velka Okruzna 2215/66 9 JaroSova OC, Jarosova 1
010 01 Zilina 831 01 Bratislava
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