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NFQES IAM

A centralized solution for authentication, authorization, and
identity management of users

Product list - NFQES IAM

IAM (Identity & Access Management) provides a unified mechanism for user
sign-in, access control, and enforcement of security policies across the entire
organizational infrastructure.

The solution is designed as a ready-to-use platform that can be deployed
immediately without the need for extensive custom development.

Benefits

Centralized identity and access management
Support for modern security standards
Ready-to-use administrative interface
Flexible API-based integration

Scalability for large organizations

Minimal requirements for custom development
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Core Functionalities

Authentication and Authorization

Support for OAuth 2.0 and OpenlD Connect (OIDC) standards
Issuance and validation of JWT tokens

Centralized access control for frontend applications and backend

APIs
Single Sign-On (SSO) support

User and Identity Management

Creation, modification, and deactivation of user accounts
Management of user profiles

Identity management via:

Web-based administrative interface

REST API (documented using Swagger/OpenAPI)
Roles and Permissions

Definition of custom roles.

Role assignment:
at the individual user level
at the user group level

Dynamic permission changes without application-level

modifications.

Centralized storage of authorization rules.
User Groups

Creation and management of groups with a large number of users.
Bulk operations on groups: role assignments, notifications.

permission changes.

Simplified administration for large organizations.
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Delegation and “On-Behalf-Of"” Access

Support for authentication on behalf of another entity
Ability to:
sign in as another user
sign in on behalf of an organization
Suitable for:
delegation scenarios
service accounts

approval workflows

Supported SSO Solutions

Microsoft Entra ID (Microsoft 365)
Active Directory

OAuth 2.0 / OIDC-compliant identity providers
Integration Models

External Permission Management

Permissions defined directly within the SSO system (e.g. Microsoft

Entra ID).
Internal Permission Management

SSO handles authentication only.

Authorization and roles are managed within IAM.
Administrative Interface

Web-based interface for complete IAM management.
Management of:

Users, groups, roles, permissions.
No need to develop a custom administration portal.

Full automation capabilities via API.
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Monitoring, Auditing, and Security

Monitoring of:

user sign-ins

API calls

network access
Detection of anomalous behavior
Data for:

security audits

access blocking

geographic restrictions
Data export:

CSVv

Excel
Technical Interfaces

REST API
OpenAPI / Swagger documentation
JWT validation for external systems
Integration options for:
custom web applications
mobile applications

microservices architectures
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Characteristics

Support for Qualified Electronic Signatures (QES)

Access to functionalities via standardized APIs (REST/SOAP)
Compatibility with QSCD and certified HSM devices

Wide support for document formats - signing and verification of
PDF, DOCX, ODT, XML, and others

Security in compliance with eIDAS and Slovak legislation - the
application meets the requirements of Regulation (EU) No. 910/2014
(eIDAS)

OCSP protocol support — real-time certificate validation according
to RFC 6960

Robust integration - the solution can operate with any certification
authority

Multi-instance support - high availability and reliability through a

scalable architecture
Supported Cryptographic Standards

CMS Advanced Electronic Signatures

XML Advanced Electronic Signatures

PDF Advanced Electronic Signhatures

JSON Advanced Electronic Signatures

Support for time stamps and Trusted Lists (EUTL)

RFC 5280 - X.509 Public Key Infrastructure — Certificates and
Certificate Revocation Lists (CRL)

RFC 6960 - Online Certificate Status Protocol (OCSP)

‘Q)N FQES

wedby BRANTN 1T



IAM
(]
l Solution for authentication, authorization, and identity management

Supported Cryptographic Algorithms

RSA, DSA, EC, ECDSA
MD2, MD4, MD5, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512
RIPEMDI128, RIPEMD (128, 160, 256, 320)

Operational and System Requirements

Compatibility - RHEL, Oracle Linux, Ubuntu Linux, Windows
Relational database support - MySQL, MariaDB, PostgreSQL, Oracle,
SQLite, or built-in databases

Operating systems: GNU/Linux (Ubuntu, Red Hat), Windows
Supported key stores: HSM, PEM, JKS

Benefits

Fast integration into existing systems (IS, ERP, DMS)

Reduced operating and maintenance costs through automation
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